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ABSTRACT Non-orthogonal multiple access (NOMA) has been proposed as a promising technology that
is capable of improving the spectral efficiency of fifth-generation wireless networks and beyond. However,
in practical communication scenarios, transceiver architectures inevitably suffer from radio frequency
(RF) front-end related impairments that cause non-negligible performance degradation. This issue can be
addressed by analog and digital signal processing algorithms, however, inevitable aspects of this approach
such as time-varying hardware characteristics and imperfect compensation schemes result to detrimental
residual distortions. In the present contribution we investigate the physical layer security of NOMA-
based amplify-and-forward relay systems under such realistically incurred residual hardware impairment
(RHI) effects. Exact and asymptotic analytic expressions for the corresponding outage probability (OP)
and intercept probability (IP) of the considered setup over multipath fading channels are derived and
corroborated by respective simulation results. Based on this, it is shown that RHI affects both the legitimate
users and eavesdroppers by increasing the OP and decreasing the IP. For a fixed OP, RHI generally increases
the corresponding IP, thereby reducing the secure performance of the system. Further interesting insights are
provided, verifying the importance of the offered results for the effective design and deployment of secure
cooperative communication systems.

INDEX TERMS Intercept probability, non-orthogonal multiple access, outage probability, physical layer
security, residual hardware impairments.

I. INTRODUCTION

The increasing number of connected devices and the con-
tinuously increasing quality of service (QoS) requirements

pose several theoretical and technological challenges on the
effective design and deployment of fifth-generation (5G)
networks and beyond [1]. Some of the related stringent
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requirements are the substantially higher data rates, energy
efficiency, low latency, and massive connectivity of diverse
mobile devices. In this context, the current infrastructure and
available methods for the design and deployment of wireless
communication systems are limited and thus unable to sup-
port such highly demanding wireless systems and services.

Motivated by the above, non-orthogonal multiple access
(NOMA) was recently introduced as a promising candidate
for 5G systems, in an effort to overcome the aforemen-
tioned challenges. The key concept underlying NOMA is
to utilize non-orthogonal resources such as the power or
code domains for multiple access instead of the time or fre-
quency domains used in orthogonal multiple access (OMA)
schemes. In contrast to OMA, NOMA does not allocate
orthogonal resources to the different users, instead successive
interference cancellation (SIC) is performed. As a result, it
provides better spectral efficiency, supports more connected
devices, achieves reduced transmission latency, higher cell-
edge throughput and relaxed channel feedback because only
the received signal strength is required [2]–[4].

Cooperative diversity, mostly used in infrastructure-less
networks, emerged in the past decade as a promising ap-
proach to increase the spectral and power efficiencies,
broaden network coverage, and reduce the outage probabil-
ity. NOMA based cooperative systems have been studied
in an effort to improve the system performance. Examples
include, a cooperative multi-user NOMA system using SIC,
that exploits the knowledge of some users about other users’
messages [5]; a NOMA-based cooperative half-duplex re-
laying system, that assumes Rayleigh fading channels [6];
and a cooperative relay system with space-time block-coded
NOMA that is capable of achieving higher spectral efficiency
[7]. Furthermore, a full-duplex relay NOMA system that can
assist users with weak channel conditions was addressed
under the realistic assumption of imperfect self-interference
cancellation [8], [9]. In the same context, a relay selection
strategy for a two-user NOMA scenario has also been pro-
posed in [10], whereas downlink multi-user NOMA systems
have been investigated for the case where an amplify and for-
ward relay is used to assist the transmission [11], [12]. In this
context, the corresponding outage probability and ergodic
sum rate were investigated under Nakagami−m distributed
fading conditions.

It is also recalled that the uncertainty and time-varying
nature of wireless channels can create a secure communi-
cation link without the need for encryption algorithms. In
this regard, physical layer security has recently attracted
considerable attention, particularly in the context of multiple
access systems. In NOMA-based systems, the existing wire-
less communication link is vulnerable to eavesdropping due
to the nature of broadcasting by the underlying power domain
multiplexing. Hence, physical layer security technology can
be used to achieve secure transmissions, as it has been widely
addressed in OMA systems [13]–[16].

However, in NOMA based communication systems, phys-
ical layer security is associated with challenges that have

been considered in many recent literature. For example, in
[17] a related investigation of the robustness of NOMA
against external eavesdroppers considered the secure outage
probability under large-scale networks in the presence of
artificial noise, which was assumed in order to improve the
secrecy performance. Furthermore, the secrecy sum rate for
all users has been analyzed over Rayleigh fading channels,
assuming the transmitter (TX) has perfect knowledge of the
channel state information (CSI) of the eavesdropper [18].
Other studies have considered the decoding order and trans-
mission rates to optimize the power allocation in NOMA
systems in the presence of an external eavesdropper [19],
and analyzed the secure beamforming in a downlink multiple
input single output (MISO) NOMA system by optimizing the
power allocation [20]. A NOMA communication system has
also been analyzed for the case where the TX conveys a confi-
dential message to only one user, while keeping it secret from
all the other users [21]. In the same context, a more recent
study [22] considered one source, two destination users and
one eavesdropper in the analysis of secure performance under
different antenna selection schemes. In addition, in [23], as-
suming the decode-and-forward (DF) protocol, different re-
lay selection schemes were investigated to improve the secure
outage performance. In [24], the secrecy outage probability
over Rayleigh fading channels was analyzed for a 2 users
cooperative NOMA system, considering both the amplify-
and-forward (AF) and DF protocols. Based on [24], the
authors in [25] evaluated the secrecy outage probability over
Nakagami-m fading channels by extending the wiretapping
cases to the internal and external eavesdropping scenarios.
Finally, the authors in [26], [27] considered a cooperative
NOMA system where the near user acts as a relay to assist
the transmission to the far user and both users’ secrecy outage
probability was analyzed.

Nevertheless, all aforementioned contributions assume an
ideal RF front-end, which is not typically the case in realistic
communication systems. Indeed, the continuously increasing
demands placed on RF transceivers have led to challenging
design targets including low cost, low power dissipation,
and a small form factor. In this context, direct-conversion
transceivers offer an effective RF front-end solution, because
they demand neither external intermediate frequency filters
nor image rejection filters. Such transceiver architectures are
low cost and can be integrated on chips rather straightfor-
wardly. However, they suffer from RF impairments which are
considerably less severe in their bulky heterodyne counter-
parts [28]. Typical examples of such RF impairments include
local oscillator phase noise, DC offsets, in-phase/quadrature-
phase imbalance, and amplifier nonlinearities. It is recalled
that the mitigation of RF impairments in communication
systems can be achieved using analog and digital signal
processing algorithms [28]–[30]. Yet, factors such as time-
varying hardware characteristics and imperfect compensation
schemes leave some residual distortion, known as residual
hardware impairment (RHI), which can be accurately mod-
eled as an additive noise to the transmitted/received signal
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[31].
Several works have investigated the impact of RHI on relay

networks. For instance, the impact of hardware impairments
has been investigated in a massive MIMO full-duplex relay-
ing system. There, the end-to-end achievable rate was derived
under large scale antenna arrays, where the effect of hardware
impairments was modeled by the transmitted and received
distortion noise [32]. Other related studies have considered
the effect of hardware impairments by deriving closed-form
expressions for the outage probability and throughput for
two-way multi-antenna and multi-relay amplify-and-forward
networks [33], or by investigating the ergodic channel capac-
ity of a dual-hop amplify-and-forward relay system [34]. The
effect of hardware impairments at the source, relays, and des-
tination nodes has been investigated in AF/DF multiple relay
networks under Rician fading conditions [35]. Meanwhile,
in the context of NOMA, recently a few works considering
the impact of hardware impairments on NOMA systems
have emerged such as [36] where the effects of common
RF impairments on NOMA are highlighted. Likewise, the
outage probability of both single-carrier and multi-carrier
NOMA systems under the effects of in-phase/quadrature-
phase imbalance was derived [37], whilst the outage proba-
bility of cooperative NOMA systems in the presence of RHI
was determined in [38]–[40]. Further recently, the effects
of RHI in the simultaneous wireless information and power
transfer NOMA network was investigated in terms of outage
probability in [41].

In spite of the detrimental effects of RHI on wireless
communication systems, such effects are often neglected in
the analysis of conventional and emerging communication
systems, leading to idealistic results that deviate from those
encountered in realistic communication scenarios. This is
the case for the secrecy performance of cooperative multi-
user NOMA systems. Motivated by this, the current anal-
ysis considers a practical system where the RF front-ends
are affected by RHI and investigates its performance in a
secure multi-user cooperative NOMA scenario. Specically,
the contributions of this work are listed below:
• We quantify the secrecy outage performance of a coop-

erative multi-user NOMA system consisting of a base
station, a relay, multiple users, and an eavesdropper, all
suffering from RHI. Closed form analytical expressions
are derived for the exact and asymptotic OP and IP
under Rayleigh multipath fading conditions.

• We investigate how TX RHI only, receiver (RX) RHI
only and joint TX/RX RHI at the source, relay, legiti-
mate users, and eavesdropper, affect the secure perfor-
mance of cooperative multi-user NOMA systems. This
is realized in terms of the corresponding IP and OP for
which, exact analytical expressions are derived for the
above impairment scenarios.

• By introducing the main-to-eavesdropper ratio (MER),
we derive the diversity order of the asymptotic OP
in the high signal - noise - ratio (SNR) regime and
the asymptotic IP in the high MER region. The trade-
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FIGURE 1. C-NOMA system model with eavesdropper.

off between the outage and intercept probabilities is
quantified, providing useful insights into the system’s
performance.

To the best of our knowledge, the above contributions have
not been reported in the open literature.

The remainder of this paper is organized as follows: Sec-
tion II describes the considered system and channel models,
whereas Section III is devoted to the exact and asymptotic
analysis of the OP and IP of the considered setup. Section
IV provides the respective numerical results and discussions,
while closing remarks are given in Section V.

II. SYSTEM MODEL
In this section, we consider a downlink cooperative NOMA
(C-NOMA) system with an eavesdropper (E), shown in Fig.
1, where M users (Dm, m = 1, ...,M ) are served by a
base station (S) via an AF relay (R) at the same time and
frequency, but with different power levels. Without loss of
generality, we assume that there is no direct link between S
and Dm, which can be justified by the presence of large ob-
jects and heavy shadowing conditions encountered between
the source and destinations [11]. Furthermore, we assume
thatE is in the range of the relay (R) only, which can wiretap
the signals from R. Here, we model hSR, hRDm , and hRE ,
which, respectively, represent the Rayleigh fading gains of
the S → R, R → Dm , and R → E links, as complex
Gaussian random variables with zero mean and variance
λSR, λRD and λRE , respectively. This can be considered as
the worst-case scenario for mmWave channels [1].

A. SUPERPOSITION CODING
The basic principle underlying NOMA is to allow a certain
level of interference from adjacent users by multiplexing
different users in the power domain (PD). It is worth noting
that power domain multiplexing can be realized by applying
superposition coding at the TX, and SIC at the RX. To this
end, the base station divides its transmission power among
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the users, whereas at Dm, multi-user detection is realized
by SIC. One of the key challenges is how to allocate the
power among NOMA users. In this respect, a common power
allocation strategy is the fixed power allocation, where the
power ratios are fixed and ordered according to the users’
channel gains. This scenario constitutes the opposite notion
of the well-known water-filling strategy, since more power
is allocated to users with poorer channel conditions. Thus,
assuming an ideal RF front end, for |hRD1

|2 ≤ |hRD2
|2 ≤

... ≤ |hRDM |2, the transmitted signal at S is given by

xS =

M∑
i=1

√
Pisi, (1)

where Pi = aiEs and si denote the power and information
symbol of the ith sorted user, respectively. Also, Es is the
transmitted power at S, ai is the ith user’s power allocation
factor satisfying a1 > ... > aM and

∑M
i=1 ai = 1 [42].

Based on this, the transmission is carried out in two phases:
during phase 1, S sends the downlink NOMA signal in (1)
to the relay R, and during phase 2, R broadcasts the received
signal to the destination nodes, which are also wiretapped by
E. To this effect, the received signal at the mth sorted user
Dm is given by

yDm = hRDmG

(
hSR

M∑
i=1

√
Pisi + nR

)
+ nDm , (2)

where G is the amplifying coefficient, whereas nR and nDm
denote the zero mean and variance σ2

R and σ2
m circularly

symmetric complex additive white Gaussian noise (AWGN)
at the relay and the mth user, respectively.

B. RESIDUAL HARDWARE IMPAIRMENT
Taking into account the RHI present at the nodes, the received
signal at R is represented as [43]

yR = hSR

(
M∑
i=1

√
aiEssi + µS

)
+ µR + nR, (3)

where µ denotes the distortion noise from RHI and the
subscripts S andR denote the source and relay nodes, respec-
tively. Moreover, µS ∼ CN (0, ρtS

2
Es), where ρtS specifies

the severity of the TX RHI at the source, whereas µR ∼
CN

(
0, ρrR

2Es|hSR|2
)

represents the distortion noise from
RX RHI at R. As a result, the distortions from transceiver
RHI can be regarded as an additional noise source, yielding

yR = hSR

(
M∑
i=1

√
aiEssi + µSR

)
+ nR, (4)

where µSR ∼ CN (0, ρ2
SREs) is the aggregate level of RHI

in the link between S and R, and ρ2
SR = ρtS

2
+ ρrR

2.
Likewise, during phase 2, R amplifies and broadcasts

the received signal to the users Dm, where the amplifying
coefficient G is given by

G =

√√√√ ER(
1 + ρ2

SREs |hSR|
2
)

+ σ2
R

, (5)

where ER denotes the transmitted power. Hence, taking into
account the RHI at R and Dm, the received signal at Dm can
be expressed as

yDm =hRDmGhSR

(
M∑
i=1

√
aiEsxi + µSR

)
+ hRDmG (nR + µRDm) + nDm

, (6)

where, µRDm ∼ CN (0, ρ2
RDm

ER) is the aggregate level of
RHI in the links between R and Dm, and ρ2

RDm
= (ρtR)

2
+(

ρrDm
)2

. The received signal at E in phase 2 is written as:

yE =hREG

[
hSR

(
M∑
i=1

√
aiEsxi + µSR

)
+ nR + µRE

]
+ nE ,

(7)

where nE is the AWGN at E, µRE ∼ CN (0, ρ2
REER) and

ρ2
RE = ρtR

2
+ ρrE

2 is the aggregate level of RHI between R
and E. Moreover, ρtR

2 and ρrE
2 denote the residual impair-

ment factors at R and E, respectively1.

C. SUCCESSIVE INTERFERENCE CANCELLATION
At the users’ receivers, SIC is used to realize multi-user de-
tection (MUD) and mitigate interference [3]. Effectively, SIC
first decodes users with the higher transmission power and
then subtracts them from its received signal while treating
all the other users’ signals as noise. In particular, user Dk
( k = 1, 2...,M ) first detects the weaker users’ signals Dj
( j < k) and then subtracts them from the received signal.
Next, it detects its own signal by treating the stronger users’
signals Dl (l > k) as noise. Likewise, at the eavesdropper’s
side, considering the availability of the CSI, the SIC process
is also carried out at E. Therefore, assuming perfect interfer-
ence cancellation , the effective signal for user Dk to decode
its own message is given as

yDk =hRDkGhSR

(
M∑
i=k

√
aiEsxi + µSR

)
+ hRDkG (nR + µRDk) + nDk .

(8)

III. PERFORMANCE ANALYSIS
Based on the considered C-NOMA downlink network in the
presence of an eavesdropper, in this section we determine
the outage probability (OP) and intercept probability (IP)
performance, which accurately characterize the security and
reliability of a wireless communication system [44].

1For mathematical tractability, hereafter, we assume that the main link
noise variance is σ2

R = σ2
m = σ2, whereas in the wiretap link, the noise

variance is σ2
e .
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A. INTERCEPT PERFORMANCE

The eavesdropper successfully intercepts the kth legitimate
user’s signal only if Dk’s signal is correctly decoded. It is
recalled here that according to the principle of NOMA, users
with poor channel quality are allocated more transmission
power. Also, we assume perfect cancellation, thus whenDk’s
signal is wiretapped, E is a able to successfully eliminates
the high power users’ signals Dj using SIC (j < k), whereas
the signals of the low power users Dl (M ≥ l > k) are
treated as noise. Based on this and with the aid of (7), the
achieved signal to interference plus distortion and noise ratio
(SIDNR) of E for decoding Dk’s message can be determined
using (9), shown on the bottom of this page. Meanwhile, the
corresponding data rate achieved atE, whenDk’s message is
wiretapped, is expressed as follows:

CkE = 1
2 log2

(
1 + γkRE

)
. (10)

User Dk will be intercepted if E can successfully wiretap
Dk’s signal, i.e.CkE ≥ Rk, whereRk denotes userDk’s target
rate. Thus, the IP of Dk by E is given by

P kint = Pr
(
CkE ≥ Rk

)
. (11)

Substituting (10) in (11), the IP can be expressed as
follows:

P kint = Pr
(
γkRE ≥ θk

)
, (12)

where, θk = 22Rk − 1. Moreover, and given that

e0 = ρ2
SR + ρ2

RE + ρ2
REρ

2
SR, (13)

∆E = EsER|hSR|2|hRE |2

e1Es|hSR|2+e2ER|hRE |2+σ2
eσ

2 , (14)

e1 = (1 + ρ2
SR)σ2

e , (15)

and
e2 = (1 + ρ2

RE)σ2. (16)

Substituting (9) in (12), yields

P kint = Pr

 ak∆E(
M∑

j=k+1

aj+e0

)
∆E+1

≥ θk

 . (17)

Moreover, taking

δk =

(
αk
θk
−

(
M∑

j=k+1

αj + e0

))−1

, (18)

which holds for 1 ≤ k ≤M − 1, and

γkRE =
akG

2Es |hSR|2 |hRE |2

G2 |hRE |2
(
Es |hSR|2

(
M∑

j=k+1

aj + ρ2
SR

)
+ σ2

)
+ ERρ2

RE |hRE |
2

+ σ2
e

(9)

P kint = Pr (∆E ≥ δk)

= 1− Pr
(
Es

(
ER |hRE |2 − e1δk

)
|hSR|2 ≤

(
e2ER |hRE |2 + σ2σ2

e

)
δk

)
= 1−

∫ e1δk
ER

0

f|hRE |2(v)dv −
∫ ∞
e1δk
ER

f|hRE |2(v)

∫ (σ2σ2e+e2ERv)δk
Es(ERv−e1δk)

0

f|hSR|2(x)dxdv

(20)

P kint =
1

λRE
e
−
(

e1
ERλRE

+
e2

EsλSR

)
δk

∫ ∞
0

e
− ξ
λRE

− (σ2σ2e+e1e2δk)δk
EsERλSEξ dξ

=
2

λRE
e
−
(

e1
ERλRE

+
e2

EsλSR

)
δk

(
λRE

(
σ2σ2

e + e1e2δk
)
δk

λSREREs

) 1
2

K1

2

√
(σ2σ2

e + e1e2δk) δk
λREλSREREs

 (22)

γk→m =
akG

2Es |hSR|2 |hRD|2

G2 |hRD|2
(
Es |hSR|2

(
M∑

j=k+1

aj + ρ2
SR

)
+ σ2

)
+ ERρ2

RD |hRD|
2

+ σ2

(23)
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δM =
(
αM
θM
− e0

)−1

, (19)

For the kth user’s message, the intercept probability between
R and E can be formulated as in (20). By also recalling that
|hSR|2 and |hRE |2 follow Rayleigh distributions for which
the probability density function (PDF) is given by

f|h|2(x) =
1

λ
e−

x
λ , (21)

where λ = E[|h|2] is the corresponding channel variance,
taking ξ = v − e1δk

ER
, and using [45, eq. (3.471.9)], the IP is

obtained in (22).

B. OUTAGE PERFORMANCE
It is recalled that the outage probability can be defined as
the probability that the symbol error rate is greater than a
certain required quality of service and it can be computed
as the probability that the SNR falls below a corresponding
threshold which depends on the detection technique, the
modulation order, and the encountered fading conditions
[46]. According to the principle of NOMA, Dm decodes and
cancels the interference from the users allocated more power
than itself before decoding its own message. Therefore, Dm
should first detect the signals from Dj (j < m) before
decoding its own signal. Hence, the SIDNR of Dm when
decoding Dk’s message (k ≤ m), is given in (23) and the
corresponding achievable data rate is evaluated as

Rk→m =
1

2
log2(1 + γk→m). (24)

Based on the principle of NOMA, an outage event occurs
at the mth user if it fails to decode its own signal or the
signal of any user in the SIC. Therefore, the mth user’s OP is
evaluated as

Pmout = 1− Pr(Am,1 ∩ · · · ∩Am,m), (25)

where Am,k denotes an event in which Dm can correctly
decode the kth user’s signal and is evaluated as

Am,k
∆
= {Rk→m > Rk}

=


1

2
log2(1 +

akΥDm(
M∑

j=k+1

aj + ρ0

)
ΥDm + 1

) > Rk

 ,

(26)

where

ρ0 = ρ2
SR + ρ2

RDm + ρ2
SRρ

2
RDm , (27)

ΥDm =
EsER |hSR|2 |hRDm |

2

ρ1Es |hSR|2 + ρ2ER |hRDm |
2

+ σ4
, (28)

ρ1 = (1 + ρ2
SR)σ2, (29)

and

ρ2 = (1 + ρ2
RDm)σ2. (30)

Furthermore, taking

ωk =

 ak
22Rk − 1

−

 M∑
j=k+1

aj + ρ0

−1

, 1 ≤ m ≤M−1

(31)

ωM =

(
aM

22Rk − 1
− ρ0

)−1

, (32)

and

ω∗m = max(ω1, · · · , ωm), 1 ≤ m ≤M (33)

and assuming independent and identically distributed (i.i.d.)
channels hRDm , while omitting the subscript m for nota-
tional convenience, the OP Pmout is formulated according to
(34), shown on the bottom of this page. In addition, |hRD|2
also follows a Rayleigh distribution with variance λRD; as a
result, the corresponding OP is expressed as

Pmout = 1−
∫ ∞
ρ1ω
∗
m

ER

f|hRD|2 (y) e
− (σ4+ρ2ERy)ω

∗
m

λSREs(ERy−ρ1ω∗m) dy. (35)

The PDF and cumulative distribution function (CDF) of
the mth ordered variable |hRD|2 are given by [11]

f|hRD|2(y) =
Qm
λRD

M−m∑
i=0

(
M −m

i

)
(−1)

i
e
− y
λRD

×
(

1− e−
y

λRD

)m+i−1

(36)

and

F|hRD|2(y) = Qm

M−m∑
i=0

(−1)
i (M−m

i

)
m+ i

(
e
− y
λRD

)m+i

(37)
respectively, where Qm = M !

(M−m)!(m−1)! . By recalling (36)
and after some algebraic manipulations, it follows that

Pmout = 1− Qm
λRD

M−m∑
i=0

(−1)
i

(
M −m

i

)∫ ∞
ρ1ω
∗
m

ER

e
− y
λRD

×
(

1− e−
y

λRD

)m+i−1

e
− (σ4+ρ2ERy)ω

∗
m

λSREs(ERy−ρ1ω∗m) dy,

(38)

where ρ2 = 1 + ρ2
RD. Furthermore, by expanding the

binomial and taking z = y − ρ1ω
∗
m

ER
, one obtains
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Pmout = 1− Qm
λRD

e
− ρ2ω

∗
m

λSREs

M−m∑
i=0

(−1)
i

(
M −m

i

)

×
n+i−1∑
j=0

(
m+ i− 1

j

)
(−1)

j
e
− (j+1)ρ1ω

∗
m

ERλRD

×
∫ ∞

0

e
− (j+1)
λRD

z− (σ4+ρ1ρ2ω
∗
m)ω∗m

λSREsERz dz.

(39)

The integral in (39) can be evaluated with the aid of [45,
eq. (3.471.9)], which yields the OP expression in (40).

C. ASYMPTOTIC ANALYSIS

1) Intercept Probability

GivenES = ER = E and taking the MER as λme = λSR
λRE

,
in the high MER regime, the asymptotic intercept probability
ais obtained as

P k
∞

int =
2

λRE
e
−(e1+

e2
λme

) δk
EλRE

((
σ2σ2

e + e1e2δk
)
δk

λmeE2

) 1
2

×K1

(
2

√
(σ2σ2

e + e1e2δk) δk
λmeλ2

REE
2

)
≈ e−(e1+

e2
λme

) δk
EλRE .

(41)

2) Outage Probability

Given Es = ER = E and letting σ2 = 1, equation (28) at
high SNR can be simplified as follows

ΥD =
EΩ1Ω2

ρ1Ω1 + ρ2Ω2 + 1
E

≈ EΩ1Ω2

ρ1Ω1 + ρ2Ω2
≈ Emin

(
Ω1

ρ2
,

Ω2

ρ1

)
,

(42)

where Ω1 = |hSR|2 and Ω2 = |hRD|2. Therefore, in the high
SNR regime, it follows that

Pm
∞

out ≈ 1− Pr
(

min
(

Ω1

ρ2
, Ω2

ρ1

)
>

ω∗m
E

)
=F|hSR|2

(
ρ2ω

∗
m

E

)
+ F|hRD|2

(
ρ1ω

∗
m

E

)
− F|hSR|2

(
ρ2ω

∗
m

E

)
· F|hRD|2

(
ρ1ω

∗
m

E

)
.

(43)

Also, δ∗m_SR = ρ2ω
∗
m/E and δ∗m_RD = ρ1ω

∗
m/E become

δ∗m_SR → 0, and δ∗m_RD → 0, whilst as E → ∞, it follows
that

F|hSR|2
(
δ∗m_SR

)
= 1− e−δ∗m_SR ' δ∗m_SR

λSR
(44)

and

F|hRD|2
(
δ∗m_RD

)
= Qm

M−m∑
i=0

(−1)i

 M −m
i


m+i e

−
(m+1)δ∗m_RD

λRD

' Qm
m

(
δ∗m_RD
λRD

)m
.

(45)

Finally, substituting (44) and (45) in (43) yields the follow-
ing asymptotic OP expression

Pm
∞

out ≈
δ∗m_SR

λSR
+
Qm
m

(
δ∗m_RD

λRD

)m(
1−

δ∗m_SR

λSR

)
. (46)

IV. NUMERICAL AND SIMULATION RESULTS
Considering the C-NOMA approach described above and
utilizing the derived analytical expressions and their respec-
tive computer simulations, this section quantifies the effect
of TX and/or RX RHI on the performance of communica-
tion systems based on C-NOMA with an eavesdropper (C-
NOMA-E). Assuming Rayleigh fading conditions, we car-
ried out extensive Monte Carlo simulations to investigate the
IP and OP performance of C-NOMA-E under RHI effects.
Unless otherwise stated, the number of users considered is
M = 3, and the power allocation coefficients are a1 = 1/2,
a2 = 1/3 and a3 = 1/6. The associated target data rates
are R1 = 0.4bps/Hz, R2 = 0.6 bps/Hz, R3 = 0.7 bps/Hz,
respectively[33]. Also, we assume that all the nodes are im-
paired by RHI, where ρt = ρtS = ρtR, ρr = ρrR = ρrDm = ρrE
and we set σ2 = σ2

e = 1, λ = λSR = λRDm = 1, and
λe = λSE = λRE . Moreover, for a fair comparison, we
assume that the transmitted power level is always fixed. This
implies that the transmitted signal is normalized by 1+ρ2

t for
TX RHI, by 1/(1+ρ2

r) for RX RHI and by (1+ρ2
t )/(1+ρ2

r)
for joint TX/RX RHI. Throughout this section, the numerical
results are shown with solid lines, whereas markers are used
to illustrate the corresponding computer simulation results.
Thus, it is clearly observed that the derived expressions
accurately characterize the simulated IP and OP performance
in the presence of RHI.

Pmout = 1− Pr(ΥDm > ω∗m)
= Pr(ΥDm ≤ ω∗m)

= Pr
{
Es

(
ER |hRD|2 − ρ1ω

∗
m

)
|hSR|2 ≤

(
ρ2ER |hRD|2 + σ4

)
ω∗m

}
=
∫ ρ1ω

∗
m

ER
0 f|hRD|2(y)dy +

∫∞
ρ1ω
∗
m

ER

f|hRD|2(y)
∫ (σ4+ρ2ERy)ω

∗
m

Es(ERy−ρ1ω∗m)

0 f|hSR|2(x)dxdy

(34)
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Pmout = 1− 2
Qm
λRD

e
− ρ2ω

∗
m

λSREs

M−m∑
i=0

(−1)
i

(
M −m

i

)m+i−1∑
j=0

(
m+ i− 1

j

)
(−1)

j

((
σ4 + ρ1ρ2ω

∗
m

)
ω∗mλRD

λSREsER (j + 1)

) 1
2

× e−
(j+1)ρ1ω

∗
m

ERλRD K1

2

√
ω∗m (σ4 + ρ1ρ2ω∗m) (j + 1)

λRDλSREsER

 (40)
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FIGURE 2. IP as a function of MER for a 3 user NOMA system under SIC,
SNR=35dB.

A. EFFECT OF RHI ON THE IP
Fig. 2 illustrates the effects of joint TX/RX RHI on the IP
performance of the considered C-NOMA-E system under
SIC with three users and one eavesdropper, as a function of
the MER. For a transmitted SNR of 35 dB, we evaluated the
intercept probability of each NOMA user at E. In this case,
RHI may come from the TX and/or RX, where the value of
ρRE = 0.15 represents the aggregate level of RHI between
R and E. The selected RHI values represent practical values
that have been widely used in other relevant analyses. Also,
given the assumption of interference cancellation at E, the
intercept probability ofDm can be obtained by letting k = m
in (22). It is evident that the derived asymptotic expressions
provide tight approximations to the exact IP and that RHI
reduces the IP probability of the NOMA users. In addition,
it is shown that this impairment affects the NOMA users
in different ways. For example, in the three-user scenario,
RHI has little impact on D1’s IP, whereas the IP of D2 and
D3 exhibit more significant shifts. Moreover, if we assume
that E performs SIC and can therefore eliminate the signals
of D2 and D3 when D1 is intercepted, joint TX/RX RHI
reduces the highest MER required for E to intercept users
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FIGURE 3. Comparison between NOMA and TDMA in terms of the average
IP for 3 users, SNR=35dB.

D1, D2, and D3 For the three users, the MER declined from
37 dB, 34.1dB, and 33.9 dB to 35.9 dB, 31 dB, and 30 dB,
respectively.

The effects of TX RHI only, RX RHI only, and joint
TX/RX RHI on the IP performance of a 3 user NOMA
system are shown in Fig. 3 for ρr = ρt = 0.12. Fig. 3
also demonstrates the performance of time division multiple
access (TDMA) with RHI. For fair comparison, we fix the
transmit power to Es. This implies that for NOMA, Es is
divided between the users during one time slot while for
TDMA the transmit power is Es/M for M time slots. In
addition, the target data rate is set to R = 0.4 bps/Hz. It is
observed that, when considering RHI, NOMA based systems
enjoy lower IP compared to TDMA systems. This implies
that, in practical scenarios where RHI is inevitable, NOMA
is inherently more secure compared to orthogonal multiple
access schemes.

Fig. 4 shows the IP of the C-NOMA-E system as a function
of the target data rate for a transmitted SNR of 10dB. Here,
we assume that the three users have the same target data
rate. It is shown again that the decrease in the IP due to
RHI depends on many factors, including the NOMA user
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FIGURE 4. IP as a function of data rate for RX RHI only, TX RHI only, and joint TX/RX RHI with SIC, SNR=10dB

order, the impairment scenario and the target data rate. For
example, for a target data rate of 0.2 bps/Hz, a joint TX/RX
RHI ρtS = ρtR = 0.15 and ρrR = ρrE = 0.15 decreases the
IP ofD3’s signal by nearly 56%. Meanwhile, when the target
data rate is 0.3 bps/Hz, the IP decreases by more than 90%.
Moreover, TX and RX RHI influence the IP performance
in a similar manner. Given that RHI is an additive impair-
ment, this result is expected in the considered case, where

ρRE =
√

(ρtR)
2

+ (ρrE)
2.

Fig. 5 demonstrates the average C-NOMA-E IP as a func-
tion of the target data rate for different transmitted SNR
values, assuming that the target data rate is fixed for all users.
It is observed that the impact of the transmitted SNR on the
average IP decreases due to TX and/or RX RHI.

Likewise, Fig. 6 shows the IP of a three-user C-NOMA-
E as a function of the power allocation coefficient a1 for
RX RHI or TX RHI only, and for joint TX/RX RHI, whilst
a2 = 2 (1− a1) /3 and a3 = (1− a1) /3. In this context, the
effects of RHI onD1 are insignificant whereas the other users
experience a significant decrease in IP due to the encountered
RHI. It is also observed that RHI indeed affects the IP. For
example, as to D3, in order to ensure that the IP is lower than
0.01, a1 should be larger than 0.55 when there is Joint RHI,
while in the ideal case, a1 should be greater than 0.8.

B. EFFECT OF RHI ON OP

Figs. 7-11 shows the effects of RHI on the OP perfor-
mance of a three-user C-NOMA-E system as a function of
the transmitted SNR. We consider joint TX/RX RHI, and
set ρr = ρt = 0.14. The derived asymptotic expressions
accurately characterized the exact OP, and it is shown that
RHI causes significant degradation of the OP performance
for all NOMA users. Moreover, the level of performance
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FIGURE 5. Average IP as a function of data rate for RX RHI only, TX RHI only,
and joint TX/RX RHI with SIC, MER=10dB

degradation depends on the user order. Precisely, from Fig.
7, it is observed that the detrimental effects of RHI appear
to affect D1 less than the other users. Interestingly, under
the effects of this impairment, the performance of D2 and
D3 are degraded to the point where their OP becomes higher
than that ofD1. In fact, RHI is an additive impairment, so the
severity of the detrimental effects of this impairment depends
on several factors, including the power splitting ratio and the
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FIGURE 7. OP as a function of transmit SNR for a 3 user NOMA system
under joint TX/RX RHI.

user order.
The effect of RHI at the different nodes is shown in Fig.

8. Interestingly, RHI at the source, relay or destination node
only achieves a relatively small increase in the average OP
value. In a scenario where RHI occurs solely at the relay
node, the performance penalty is of ∼ 1.5 dB only. However,
joint RHI at all the nodes causes a significant penalty of ∼ 4
dB.

Fig. 9, shows the average OP of a three-user C-NOMA-
E system as a function of the power allocation ratio a1
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FIGURE 8. Average OP as a function of transmit SNR for RHI of 0.12 at the
different nodes
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FIGURE 9. Average OP as a function of a1 for RHI of 0.12.

for an SNR of 30 dB with a2 = 2 (1− a1) /3 and a3 =
(1− a1) /3. In this scenario, RHI causes a significant in-
crease in the average OP of the system, which greatly de-
pends on the power allocation between the NOMA users,
with an OP floor observed in some cases. Moreover, both RX
RHI and joint TX/RX RHI affect the optimum power alloca-
tion ratio, which minimizes the average OP. This highlights
the importance of considering RHI during the analysis and
optimization of NOMA systems.
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The effect of RHI on the different NOMA users is shown in
Fig. 10 forR1= 0.4 bps/Hz andR2=R3=0.6 bps/Hz (left) and
R1=R2=R3=0.4 bps/Hz (right). By also assuming a1 = 0.6,
it is shown that D1 is quite robust to RHI in both scenarios,
even at high RHI levels. The OP of the other two users is
increased significantly for average and high levels of RHI.
This is due to the power domain multiplexing in NOMA,
which allocates less power to higher-order users and renders

them more sensitive to noise, interference, and impairments.
Finally, Fig. 11 illustrates the IP against the OP consider-

ing a MER of 10 dB and for R1= R2= R3=0.4 bps/Hz. It
is shown that for a given IP, the OP of higher-order users
(performing SIC) is lower than the OP of lower-order users.
This reflects the principle of NOMA where the users are
ordered according to their channel gains and higher-order
users benefit from better channel conditions. In addition,
for a given OP, the presence of RHI generally increases
the corresponding IP, and consequently reduces the secure
performance. Moreover, it is noted that the observed perfor-
mance degradation is dependent upon the order of the users,
where D1 is the least affected and experiences almost no
performance degradation due to the incurred RHI.

V. CONCLUSION
We investigated the effects of RHI on secure NOMA-based
AF cooperative systems under Rayleigh fading conditions.
This was realized by first deriving closed-form expressions
for the IP and OP measures of the considered system un-
der RHI. The asymptotic diversity order of the legitimate
users and eavesdropper were also derived and the derived
analytical results were extensively corroborated by respective
computer simulations. Capitalizing on these results, it was
shown that RHI degrades both the legitimate users’ and the
eavesdropper’s performance and that the severity of the per-
formance degradation depends on several factors, including
the power allocation ratio, the transmitted SNR, the target
rate, and the order of the users. Also, RHI can affect the
optimal power allocation ratio among users, which highlights
the importance of effective modeling and optimization for
the efficient implementation of the NOMA paradigm in the

VOLUME 4, 2019 11



M.L. Li et al.: Effects of RHI on Secure NOMA-Based Cooperative Systems

fifth generation wireless networks and beyond. In particular,
power allocation optimization among users under RHI in
multi eavesdroppers case is an interesting problem to pursue
in future works.
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